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A Blockchain Security and Privacy Protection Scheme for Traditional Chinese Medicine Clinical Data

Yu Jian, Hu Kongfa, Ding Youwei
(School of Artificial Intelligence and Information Technology, Nanjing University of Chinese Medicine,
Nanjing 210023, China)

Abstract: Objective To share the data of Traditional Chinese Medicine (TCM) medical big data, open up all processes,
improve the transparency and traceability of medical data, and ensure the security and privacy of personal medical data,
and to propose a blockchain security and privacy protection scheme for clinical medical data. Methods  Through the
blockchain technology, the cross platform sharing of medical data was achieved. This paper proposed a homomorphic
encryption algorithm based on addition and zero knowledge proof algorithm based on range to ensure the security and
legitimacy of big data of TCM.Results In the scenario of blockchain storing clinical medical data, each hospital of TCM
and medical insurance center shared and accessed the patient’s medical data. At the same time, the homomorphic
encryption and zero knowledge proof algorithm provided in this paper had good performance.Conclusion In order to
meet the demands of patients” medical data sharing and access between various medical platforms, ensure the security of
medical data and meet the traceability of data, it must be completed with the help of blockchain technology. This paper
proposes a range zero knowledge proof scheme based on Paillier addition homomorphic encryption and ring signature to
protect the data privacy of clinical medical blockchain.

Keywords: Big data of TCM, Blockchain, Homomorphic encryption, Zero—knowledge proof, Off blockchain channel,

Consensus algorithm
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